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Currently, there are no federal
cybersecurity regulatory standards that
apply to passenger vehicles in the U.S.
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Guidance
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Cybersecurity Best Practices for
Modern Vehicles
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Best Practice Guides

| * Developed by automotive industry
_ ‘\ * Forward-looking guidance
'A U T O - l s A C * Neither prescriptive nor restrictive

Automotive Information Sharing and Analysis Center

TOYOTA



Standards

* |ISO/SAE 21434: Road Vehicles -
Cybersecurity Engineering

* SAE J3061: Cybersecurity Guidebook for
Cyber-Physical Vehicle Systems
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Keys to Vehicle Cyber Security Policy

* Non-prescriptive
* Evolve as threats and security best practices change

* Encourage info-sharing and communities of defense
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* Updated NHTSA Guidance

* Legislation
 UNECE
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Trends
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Data Labeling Supply Chain
Security
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Why this matters?
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rebecca.steele@toyota.com

y @ToyotaPolicy // @beccalsteele
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NATIONAL HIGHWAY TRAFFIC SAFETY ADMINISTRATION
DOCKET NO. NHTSA-2016-0040

NHTSA Enforcement Guidance Bulletin 2016-02:
Safety-Related Defects and Automated Safety Technologies

AGENCY: National Highway Traffic Safety Administration (NHTSA), Department of

Transportation.

“If a manufacturer fails to provide secure updates to a software system
and that failure results in a safety risk, NHTSA may consider such a
safety risk to be a safety-related defect compelling a recall.”
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ecurity Requirements Overview

Each requirement is coloured according to its importance.

LEGISLATION

UK DCMS
Security by Mind Your Own
Design Business Act
Legislation

SELF DRIVE Act | AV START Act

INDUSTRY STANDARDS

ISO/IEC
27001

ISO/IEC
27010

ISO/IEC
29100

ISO/IEC
29101

ISO/IEC
9797

ISO/IEC
27018

ISO/IEC
27002

SAE J3101 1SO 15031-7

ISO/IEC ISO/IEC
27035 27701

ISO/IEC
11889

NIST Cyber
security

NIST Privacy
Framework

ISO/IEC
15026

ISO/IEC
30111

ISO/IEC
15408

IEEE 1609.2

BEST PRACTICE
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Guidelines Vehicles Policy

OWASP ASVS

CRCYPTF:C Safety First For ENISA Good
TYP Automated | NISTIR8259 | Practices for

Technology L )
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Cyber Guide - Security Requirements
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